DialogClassic Web(tm) 



Page 1 of 1 



T S9/5/1 
9/5/1 

DIALOG (R) File 347 : JAPIO 
(c) 2004 JPO & JAPIO. All rts. reserv. 

06124401 **Image available** 

PORTABLE ELECTRONIC DEVICE AND ACCESS MANAGING METHOD FOR THE SAME 

PUB. NO.: 11-065938 [JP 11065938 A] 

PUBLISHED: March 09, 1999 (19990309) 

INVENTOR (S) : I I J IMA YASUO 

APPLICANT (s) : TOSHIBA CORP 

APPL. NO.: 09-286930 [JP 97286930] 

FILED: October 20, 1997 (19971020) 

INTL CLASS: G06F-012/14 ; G06K-019/073 

ABSTRACT 

PROBLEM TO BE SOLVED: To provide a portable electronic device and an access 
managing method for the same with which certificate information different 
for each file can be used, access conditions can be changed for each file 
and each area and further the leak of certificate information can be 
prevented. 

SOLUTION: Plural pieces of key data (password numbers) are stored in a data 
memory, these key data are collated with key data selectively inputted from 
the outside, and this collated result is stored for each piece of key data. 
In the case of access to the area of a data memory, when any one of the 
respective stored collated results is positive, access is enabled. When all 
the respective stored collated results are positive, access is enabled and 
it is set for each piece of instruction data for accessing the respective 
areas of the data memory. 
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<DJ * >; SBiCtt b X 7 i> -fe X £tf ^ fcs5©$(JfPg|5?: W 

B>rts&7 r 7 -Okg^tf-^ircur. §7 

7 ^/l/vCB^J;©x.y 74, 7 r -f;l>F*9©x 'J 7~-©7 
2 -tr X©/c&KfflO 6MSt©12aEt# «£gBtt? 
?pHtg§{s#ia:tt ?>nrfc 9 . §t y 7 kb»x '/ 

smut* &zfc om^smmm.xm s nrt » i a 

*>oilBllflMftWiEtl$tir.i8»3 . 

i4S|5^e 77 A A* tJBJEirs 7 7 A ;WWWM***fll 

^SKTSRS ire <a&7 7 -Y.;n*gtciBtB3 *rt o&ig 

4%JI£*69B£4g4. 20 
4CC{^r£Sfif-©4. 

c©»i ©^#®{c<fcc 7> Kaaa-c**<b«£sn 
&^8mc »» s *xx t > * «s^tt*«cai^i » x m.? « * 30 

C © JfS 2 ©*lJS^g{C cfc *) * 7 * & 4 3 hfc 

S.JhT I, > * »t«j&r Ml 3 ©«£ 

*S4. 

MISSIS 2 ©*iJS#f2te cfcC/piem 3 ©tt£3MStc «fc 
jEiE^B^r&^iS^tCSiiBx ■; 7'N©7*-tzX£ 

t.fc c 4 *#»■<*: -r safinQfl&ress. 40 

-{19*^ 2 J ijfB«a©i y 7CtB&x <) 7^07 1> 

!^i8fit«*5<fcg^x y 7->©7 *HzX©|gK: ! &gft3l 
2 lfl©tStHf38 £ ^?Sff 2 ©W&ttflWIBtlH R#8Btf 3 

©jB£titeKBflNR«j!i<r> &#>«rejir 2 ©jtR&tMms 

x V 7^©7 * ■feX©flSRiCBS(I LfcfSM^r- * 4I5IB 50 
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2 

WJ6f- 7*;V4 fc*-3*HieSI 1 ©Ji§£#J85i®tiS$g£ 
ffit> 4*»W!2» 2 ©IfflgtftHfcBfll «*JS».» 

tM*S3] m&m£mmm®icxwmmfin< 

ZixXisb?; *>o, HuiB^Si]t»k^7>K^S©«^ 
KBfil2J{S^e^4*iJj£f s c 4 ft < . x <) 7^©7 i» 
^ ^ £*15J .i T 7 i' -b X*tjh*S 4 • 

mMswimwffimcximmnwTf^ tirt 6-r ■. 

MIB^lJtl#ft^^7i&S©^{C«lolBM^ite* 
*#.^-T-£.C4%< , x>;7'N©7i'-feX?:I1ppJ-r-S7 
^•feX?FoJ^S4. 

m&Ti mmw^imm sun? 

*$«t ^7*0 ^?a^^ >;.4 *>6 1 o© I c ^.5» -/{c 

©^ * y ggtcM L-C 7 i» -fe X £ fr % ^ fc«?)©»a5£W 
^W(c^4©r : --i'©Aai*%tT«:^«^5Iffi 

f/lB#v'7'(';i/K:«7 7-<';i/^*s#43nT^r. #7 
7 rOMcBas©i r^'attsi 4 tec. 7 T ^^rt 

©x y 7^©7 f-fexofceibccffli^ast©^^* 
IBttL. Si y rfc'HSs y 7^©7 ^-bx©^ 
K:^fei2Kt»*£^^M^t^litiS«ftgfc<fcD { C©M 
^WMIBflMRter w 3 tiro SISiEfif R©.iS^btf 4 
7> F|Wir**»*TI«l4.r 4*>©Ma«IMI*Btt 

^g|5*>?> 7r A }l&&%Mt?> 77 A »4HR^«Sfl 

u/cis^. fries? 7 -< ^{cff-^snrc^^ 7 

*HW6BiHlMR©J«^^«:5MILfe»^.' WfBiltf? 

.^44 «>tcm^6'iy&3n%jBEM«4«je^0. 
C©«#©*g»*IWBM»©«EiMic , '4 KfiStOt:** 

!5fB^©x y 7-n©7 ^-fe^©ISK:mria^SiJftl8K:a 

*©«^*>-&*7>Kl^i , r*S©A>*7i&S-C*5© 

1 ©*fl^X f ? 7't . 
C©»1 ©spfit^^s; 7:<CJ:I3 7^ K^®T*S4W^ 
3iafctB-&. «rffifl8^«S8$8St9««cx^3.nrt,>SS 

BW«©±T«coi»r©«i«isii#i(rSftr**j9>*tt'' 

SXf-^7'4. 

mie« 1 <o$mz 7--»7-ic&*) *7®mx & s 4 mfc 3: 
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iwfS3l2 ©«E* r J;C/Bul2m 3 ©11^ f- s» V 

£<t s^j^m^ttsw-csisis^jcfrsex y 7^07 

? Hz X £ ^ r ■? 7'4 . 

mm vtcct zn® t -r °jmn*mmc *> » * 

[ffl3jccs6 ] OTBffiifc©x y TtetJKi y 7^07 *hz 
*©&gct!£&g&sg i mommmRz^tm 1 ©m^w^ 10 

5Sigi*$S*5j:0>'Kx y'7-^©7 2-b*©BCC!2>g&3J2 

. i§©i2Eif 2 (Dmswmmimmm n 
t© iMtrtiiMc 7 ?hz 5 isk: . $rfem 1 © 
«*m * i> tp * t it *tis b r Ett o -a > s 

.x y 7^©7 * -fe^©|SK«S^ .l/fc^f-' - f 4iJSB 

s*jtf - 'SMcmizm&n 1 ©K&ftflnfeBttm«ffi 

t»* *«rgESB'2 ©fiB$tipflram*r*J8l> & 20 
SBKA f y r/fcRWOfc t.4 «r1*»i1- £il$£5 12 

.[»*57 1 H?iSM^t^SliSff#RtCTg!iEtSfg*s^3 

mmm^M^m-r s c 4 % < . x y 7^©7 * hz 
3*iT*je>-r. miie^MW$g*5^7iia©^{c 

{ifitfgl«R^S*4#Jl.'r S 1 4 ft < . xy7'N©7*-fe 
«RfFWfl6flB-?HRdE«C fcW 5 7 * Hz X«E&ffi. 30 

(0 0 0 1; 

'ft>*-»j*«i:E;cputtaf©iwai*?t*i-* i c (« 

tcfcW>>7^-feXtffi73ffitc|l8-r^. 
:[ 0 0 0 2 ] 

[tE*©t»R] fffc&SBSpMfett^-irEiljBM* 

ctr. rli£^i£ft^ff^*yfc<fctfcpuft4'© w 
vmki-^ti \c?~j y'^mbtc. ^t>®z i c 

[0 0 0 3 ) c©ffi©i c#- Kii. ft®-?- &^*y&t 
issEtf#a <t bxtmmsm^m s n r & 9 . ^a*> e. 
b| fE#-^£ * c i «c j: o . ^ * y Kiatf 3 tvct,> 
simfEM 4 jh* l . *©£&£*(<:& d 
-cjwk© y * y ©x y 7 ic^r z 7 * * x © 
tadr-Jfcft^-cvs. 

[0004J 

(»M*«W»L«fc^4-r4IMI] sr. IC*-K©£ 50 



ae*jipjffl©fcjt)tc«. y*<;rtfcm©ttE**£Eti 

urte< Cicero. ^*y©x : y7^©7^-fe^{c£< 

SftBtK##©«*©ffl£*4>x UTCiKKEr*. 

fro. xy7--©7i'HzX4bT. tctZlf, gffil/. 

t&fe© I C#- Krtt^fttf^n^frC* -b fc. C©fc 
x>J7^©7 1> feX^fr3&s*«4HA><|g^t?.t^ 

[0 00 5] Sfc. xy7«C*t-r£7£MzX©nJ§£$ 
St 4 'L T . ^ * 'J l*35ca8i!©BtE##*fetf 1/ 
Tte< i i *>«:;• -Sx y 7«»t«©BjS»9 *»JHdS 

n*47**^tt^©**wTiM«il«i*i yrc 

KWK«^»telS*4 ±l3^iJtt$Si *W3ft U 1 7 
^HzX©pJS?:^eT^Ci^^6tl*. U*U ±. 

hmjiiwb*^ r© 7 * Hz ^ - * tc^atcttffi § 

4 Vic h . O^.t*- f S 7 *Hz x^ft 

#ra-4&*>. arai/tc<<?c&; 

[0 00 6] ^Ct. py-C^CitC^^ 

4. teJ:y. x>;7CT4iC7 4'Hz^3feft«-g^SC4/5S 
■Ct. Lfrt>. ^Et»fg©si?St?Slh-r&C4^rtS 
^BjffiS^gfeJ;0 t a^pIt6ftTSgK;*j^57 * 
4'*B&4-j-S. 

[0007] 

[iw*»»r5fc«>©f «i *jWH©awm«« : F«. 
a«, ii»©7r-;^**-r*>*y*4. c©>*i/ 

S5tc*t 7 * Hz X «t ft 9;fc«6.©«HW!jJ*#U. «R 

{cfcur. «jei5-7t -oumv 7-i)i>%&tt52tix 
i>t, -f;Mc(iJi^©xy74 > ?7-fAfi(0i 
!/7^©7*fe^©fc»«Cffll,>4WR©BB1)rtltE1f 
TSBBflWIEttWjftJBWShT^O. *x»J7 
fCfcmx y T^©7**^©|Rfci|MftBK11Ma*w"J- 

h"Cl>S8Hfll«©tt«t>1*S7i/ F"Wi4T a^sl-7 
l»4^S!^WMMR*iE1t3hr*0. .JMP*67 

7r-fju%atR-r47T-f^a!»?#a4. ^»&>6sa 
l«l©JH^**«SfilL]t»^. t5fajgiR#©K:rji!R 

3hTl»S 7 r YJK :, 3K:i2^sniCI-^igiEm^4M^ 
ftfc 4 4 1> 3 h A^Kttft 4 «M « 

©KfEttw c 4 i> ma^k t , me tnt©x y 

7^©7 » 4sX©Ml^m^^(C»^> WBRR^tt 
»«Blf«Kr^Shrt»5BKi»«©tt*to*W7>/ 

Klfea-C*-5©*^7l^it*.S©*'?:«S-r-5^ 1 © 
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*ij5E* a t, c <om i <D*ijjE^atc o r > fhiit^ 

tflgT&»2©W5E*8.i. C©S*2©«JMKCJ: 

t«g kt ^ s n t i > 5 shw«© 5 t t i 

SWT-* S*£jijE«i^&K:«8S ftT l^M^fe* 
KS^^T#ISt4»3i!)*(B£*ai, H>TISJfl2©ffiE 
* »fc «fc ; waSE* 3 ©tt£#«fc <fc 4 
T'ftiai&iCBJiex y 7^©7 2-fe**:fir 4 5#8i* 

[ o o o 8 ] * ft, *mic>mmittMH&micm& 

-b * , 8i&© 7 t ;u * 4 jrf * y 8B 

: t c-©^^ uaB«c»OT7^H2^«:ff&5/c«)C!>S0ai 

SoISgS^^S^feWST^-fe-Xea^aOCfc^T. u 

t >c ;usctt7 t >r;u«3&s##snTi>T. §7 y 
^vCtt8Sa©x y r 1 1 fefc. 7 r *f ;w*9© 

x y 7^©7 ^ -fexofcaxcfflc v4Sift©B|Ht««ra 
ffU •&xy7Cc^igx yr-©7^*fe^©^cc 

t£l^I2fi^CT^ 

t*s * ; n.ss/p 57 7 .-f. ^« *t&£-r y a ^sjr# 

-f ^rttcidit?nTi\4igfit»#g<b«g^^<!: t 

*iljf B«a©aiEtt«r i tefiss'LT *?* ; iJia«&© 
x y t^©t ^*^©BKffgai^!lf»*«cSrJ*a}iBt» 

*j 7 > mmvh h t$m$tittWr£* mmm&imm 

&mmc T m tlT I >5 iSSE»*©£T «C O^T ©j®£ 
3$^CiT*lJ£1-^2©flSXr7 7 , t b v fl»ESl©« 
ffifls^ttfflllBte fflCC Tvt^ S nt I BHEIffffi© 5 

*s*K*^^T*jsir4»3©*|js^f - ^ 7*4. avES 
^^^«eKrc*5»^«c^ei y 7^©7$"fex 

1 0 0 0 9 ] *5tmc Jfttf. 'AS(Ctttt©BiEflm«r 
Ett b T * . C n 6 f&iIfS$& *i«R»<-c?f 8W> 6 A* 
S*i*BIEt»«iffi£U C©JR£lt#4±E&BEt* 

StTitefiatSLTfc*, xy7$c*fOT©7^-fe^© 
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T* %&m&%<0±rmM&)t ftoT(,>£4t7£ 
■feXoJtg4-r^fc©T*4 0 

[0010] CfiKJ:!), &xy 7C4fcxy7^©7 
£ -fe i ft 4B^«©tt^**€E«K:8a3£r 
^©ffi£i£K#UT&CC7> FttHfc.Sl* 

tt*7»ffi*^i*.THSr#a. :Ud^t. gxyr 
^.©7^ife^ft=3Wft»iw*><ia:&T*, ^xfAig 

[00 11] Tftfc^ *»W^J:*i^ 7 T ^C4 
KKHtt«#Et*3ftTC>*©ri, 7 7^I/am 
SBiEttftiW'^SCis&S'CifSi. 
©BfflW**/Bl»T 7 r -Y JH^Ogx y 7©7 5 -feX^ 
#*«EttShTl>a©r, 77-f;l/Ci, *$<fco* xy 
7 c tec 7 ^ -fe x^fr c t ifiv # 4 . $ 6 ec , 
^ taBR.l/-T C > ft ^ 4BH i««®JH^3M^I*c 

ft£©T\ BEfl«©i8»*i»±ir"sri*Jra'S. 

[00 12] 

2o. [»M©sas©*flt]-eiT, #*w©£*©^»c<3t» 
^ffim^s4UT©i c*-;K*B3i5«5i^ai© 

I C#- F 1**- Ffl-y • ^24/TbTCPU 
ffl3CC;+-3P-F4. CRTf'-f j^^V^Sas, 7.V 

[0013] IC^KUt ar-tfa6i»»*U.fc4i 

M£D#iwsf- ^©saft f*ff ft ^ fe©r, fc 

i*tt, HI 3fiC*©«ft|^Dyi>45?tck5«c, y- 
F--5-T h»l K VliQeS-l6ElidSl2. feJ: 
Bg^b • «#ffeSUl 3 tt£©a*jftB*28rr&» 
C.h6©«aWft*|Bl-r5^wo<>fif M't 
TWJSJtStlT^S. 

[0014] y-F * FSSi 1«. r-3M*y 1 
6ft41C^bTr--^©^[tiU, #ii».-*5C»ttJS4 

40 -1f^SL./c®ES#©iatgfe<t^aj^Jh^314tT 
ft *> 1 1 h fc. BgE#^©f^gic-£©B| aES^©M^ 
4ff-ft^. «a©ftS©*iFPl&^iLS««Br*s 0 
. [0015] BS#ffc ■ a#ft»l 3tt. fci'Jltf . iifg 
b T*(I»SR 3 6 ffc©ffi^^r - * £3M 

-r6*&©ja(fff f --5r©iia, «a*ES±-rsft:a)©Bi 
^ffc*. W^ffc^tifc^-jioa^k^fTftifc-©^* 

0, tctlki* DES (Data Encryptio 
n Standard)ft4\ ^ftB#5IKft«.tS 
Bg#{ tr h =f y CC L otf- ^^S^tfft 9 IS 

50 m^hh. 
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[00 16] X-tWA-V 1 4«, #-K»J-#- 5^ 

[0017] cn6©H»tt«r«»3-&Sfc»fC. I C 

K 1 fciaLH. 0 1 2KtkT <fc5K, CPU& 
£©*«»** (fJW) 15, t/T©^-* 

- * ' ■ 7 a $ 2 t ommmmm^m tc$><D => > * * t 

J. 5. f-^*'Jl6, tectC^. ^o^^^'Jl 
[0 0 18] 1 7B, fc&AB, 

i'tlBttTifc©?**. 

[0019] 1 6(t *<DtBte(-C 

16B. fcait -EK&CTjVf £^C 4 £T©77*'J^ 

-o)<D7y'<}5-~is3> : r-$y7'{)\>22l. 222 
2 1, 2 21, 2 2 2KB* «K©BKtttt<!: I/TO* 

cox yrffiW&Lxm. 

[0 0 2 0] T7'^-i/3>f-^77^;l2 2l , 
2 22 KB. ^ti-^tlT— %y r 4 ( D F N ) ffifi 

[0 0 2 1 ] S*-f r -^tC», fc£;t«, mblCm? 
J;5cc, *-^-ir**g3er*BW9f«* (K I D) m 

[0 0 2 2lB4©ffirCB. 3^>f-^7^l^2 1 

■<cmtz>*~T-zi, 2. 3k**lt, ^n^nKi 

DOi. KID0'2, K 1 DO 3.##53Jva>S. * 
/c, 7^ , ;^-^3>7 s -*7 7 -f';U2 2l ccm-j-s* 

-f r -*X4, X5. x6tc^or. ;^n^nK i do 

4. KID0 5. K I DO eWf^StlT^S, 5 6 

7 7*^-ya>f-^77^l/2 22 KMth* 
-f-^Y4, Y5, Y6K*fOT4>. -^ft-^ftK I D 
0 4, KID0 5, K I DO 6 #{*#3JVCC>*. 
[0 0 2 3] &*-7=-*iCB-. fci?L«, 05 
ir^r J: 5 ic. ffl»««:iH^tt«Bg5£tt«»stt#§ ftTto 
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4 o T 5 $ ft£ 0 

[0 024] *~r- * 3&sjRt^»"tr* i.aQa5AHD«ff 
B. 07iC^^«!^»2 3x 2 32 K&$ftS 
ft5, 2 32 B, ictfL 

£*c BjH£tj&ftina 2 3 1 cc . 7 7 , y^> 3 

>f-^7-f^22l,. 2 22 KBTa*-?*-*© 

'[0 0 2-5 ] Sfc. B7fc^-J\fc5fc. Rg^ttamtAS 
2 31. 2 32 4tttCf r -*^ T ^;^fg|ftR.24* 

sawenrteo, c©:f~*:7 7^!/&Btta2 4$c 

■fe x *f* <b L r as? S ft fc 7 s - * ^ r -f j u© r - * 7 7 
[0 0 2 6 3 -S, §x»;7CCB, /cixll 

xvTtiiTtr&mitm (a i d)'jw# 

[0 02 7lH4.©Wt?B, 3^>f-^?77>f^2 1 
6Cfl|-r.5xU7G. HKfttyT, tWftAiDgg, 

f-^7 7^2 21 K«-r-5aiy7A. B, CKftU 
-£ft^ftA I Da a, AIDbb, A- 1 Dcc#« 
4§ftTl>5. 3 6iC/7*/ i ;^-^3>7 £ -^7 T >f 
;V2 22 5cj|-rsxy7D. E. Fic^ur, ^ft^ft 
AIDdd, A I Dee, AIDffW^tini 
30 5c 

[0 02 8] i/c. «X!/71CB. ?ci^tt, S6tC^ 

KB*ti*ft«ai»a (Aifctto) w4shrn 

7> k (and) mmtr z-fotr <oR)'««irs 
^it^ate»w«r*b. 7>pawio»6B taj . 

40 *7»a<Di»^B TOj ittoTliS. 

[ 0 0 2 9] H8B. .*x»;7CC«aT6ftfc2oc0JH. 

^-^t5trt©t? % *B*«3- KCC-tti*ft«JE 

[0 03 0] *«C, C<D<^ ^ttflldtiC*$t»r, B 1 £l> 
3 ^cinT7 D - 5 1 i> - h SrftlBboottffiittSBr 
5 0 7C2-^7- hJtCB. 30f-^7^f 

50 ;b2 l^CDF, 77'^->3>f-^7 7^l'2 2 
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i , 2 22 £ADF£Bg!e-f5. 

[0031] sr. 7=- * 7 r juomvimszi&m 
's. £*1WB«:*>i,>tb. *&7*-*ftfctt»«:fc->T 
te 0 . C ©tSB-CA^-f - * #SA2> 3 ft * i . HflBR-? 

1 5 B, 0 9 KjjVf <fc 5 ft^~ $77 4 JUiStR^^f 1 - 

WIW^t*- * ?ft wftB. MMt? l 5 (JSiJo^a* 
??ft5. 

[0 0 3 2 ] ±iB^f-- £©¥iJS0r©f£IS. ?-$V7 

^^m^kf-^htckt, mwk^x 5 b. f 5 -* io 

-rf^'H 6#>e:$ifr£r--£4>©7-'-£7 7 Jb^iPI 
;.-©r- £7 7 4)l'%%ft-i7 7'Vtr-i/ 3 >?-&7 

5 it. f - £ 7 7 frDkjEmM®? * 4rffl 
i&U *$7*-*f$%i«Btt:RS. 
, [ 0 0 3 3 ] i> OUttfrftB, MWjb* 1 5 B. H7 © 
■f-t-iy -Ol>«telfl8l!2 4iC#ift^T---£#©7 r --:Sf 
t 4 JUgfrttlftU *>-3. Jffi«tt»ttMtt2 3 2 ©ft 
*ftb*5. £"C©e» h* r 0 j it 
■I. -5- 1 T . ftflffllJR^ 1 5 B. f-$7T-f A»f^57 20 

R5. 

[0 0 3 4] I C * - KOSttfcKB. 1 7 <9ftttM9S 

2 31. 2 32. 24©F I J!§B£T l"0j ift-sTfc 
<). C©£#. fciAB. rxxxj 
*W? 4 r- * 7 7 ^WMtttJK^- * WAt) 5 ft* 
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